Introduction
Currently, the main threats to data security are social engineering and implicitly uninitiated employees and/or users. In addition, opportunities to connect to the organization's network with various mobile devices or PCs can introduce security breaches. The most vulnerable link in the technology-human-data chain is man. Most cyber-attacks exploit the vulnerability of users and only some of them exploit the technical flaw. In many situations, systems are compromised only by users [1] . The development of a human firewall is difficult. On the one hand, social engineering techniques and attack methods are more ingenious, and on the other hand awareness sessions for employees may not be sufficient and always appropriate. Most users think they are protected and their negligence cannot break into the network. Controlling a device can lead to activity monitoring, by default to credentials theft or to new security threats.
Using the same credentials for multiple accounts, connecting to the internal network of different types of devices using either wired or wireless connection, using outdated software, or disabling firewalls and antivirus applications -especially on personal devices -, involuntary disclosure of sensitive information to unauthorized people are just a few common practices at the employee level. They are fully exploited by hackers. Speculating user weaknesses can gain access to sensitive, credential data or malware downloads. A device infected with a malware and then connected to the network can lead to infection of other hosts without human intervention. Awareness-raising, to be effective both for the employer and the employee, is often conducted in the on-line environment by developing content and structuring them appropriately in a content management system. There are many approaches in literature to develop content that meets the needs of learners, regardless of their previous level of knowledge. Building an adaptive path that fits the background of each individual is challenging in both e-learning and m-learning or microlearning [2] . Many MOOC platforms have developed courses for end user awareness [3] [4] [5] , but in general employees think they are cautious enough, the data and information they hold is not sensitive, or even more, that they cannot be the target of any attack.
Methods and tools

The methodology used
For users to be constantly informed about new approaches to phishing attacks, eLearning content has been developed. On the eLearning platform of the academy were created content objects describing the following: social engineering attacks, examples of actual attacks, the ways of preventing, analysing the damage and analysing the measures that should be taken to avoid phishing, pretexting, baiting or any type of attack involving the human factor ( fig. 1 ). Vulnerability exploitation methods used by hackers that all employees need to be aware of have been structured in short bit-size pieces with a length of between 3 and 15 minutes. Microlearning modules or bit-sized pieces increase attention and retention for learners [6] . After each section, the learner goes through a series of quizzes to fix knowledge, but also to test attention and the level of retention [7] . However, the major concern is that after a certain period of time employees relax and can again neglect security issues. In this sense, it was intended that, in addition to classical content and quizzes, various types of social engineering attacks should be "simulated", attacks that can be done through infected links and attachments sent via emails. These attacks will be tested at certain time intervals on a random number of users to track whether security policies are complied with, and devices with which users connect to the local network comply with the necessary protection requirements.
Instruments
and approaches. Simulation of attacks Lately, software for the exploitation of computer or network security has increased in popularity and many people, for inadequate reasons, can use Kali Linux and Metasploitable to exploit different software vulnerabilities [8] . Due to the low interest in the content projected over a period of time, a similar approach to a hacker was simulated, so that in order to infect a target with the purpose of a possible benefit, the following steps are followed: information gathering, intrusion, lateral movement, privilege escalation, move laterally, collect and exploit, affect and report [9] , [10] . The article will only track the steps of collecting information and how to mount attacks through email attachments, so that impact analysis and victim awareness will be monitored over a longer period of time in order to be eloquent. At the information gathering stage, it was attempted to identify email addresses for university users, students who need to go online. Although on the platform the login is based on an account and password, and for each user an email address is known, this information has been disregarded and a simulation of a hacker behaviour has been attempted. Emails were identified by analysing the information displayed on the site and using dedicated Kali Linux or Web search tools, and the collected information was saved in a file; later on, all emails were sent from a fake email address without using the Kali Linux SET-socialEngineering Toolkit and Metasploit tools specifically designed for attacks against the human.
Initially, to identify email addresses other than those found on the site, the harvester Kali Linux's tool was used, a passive recognition tool ( fig.2 ) [11] .
Figure 2. Sample of some detected emails using the harvester Kali Linux's tools
In order to have a consistent database containing employees' email addresses, the information on the institution's site was analysed and various search engines [12] or social sites were used to identify themselves and other emails. The database is used to send emails randomly with infected attachments or links to determine user alertness, vulnerabilities, and potential security risks. Weaponization During the information gathering phase, users' concerns have also been identified, which will be used to build emails as credible and of interest to most users.
Metasploit from Kali Linux allows you to inject various payloads into Ms Word, .pdf files, and more, files that can later be attached to emails. Spear-phishing or spam campaigns use, as the main ingredient, weaponized documents, in order to trick victims into open attached files and, after that, to steal the credential that can be used later for backdoor or new vulnerability.
Starting from the interest of employees for scientific research, a .pdf template ( fig.3 ) was used to which malicious code was injected using the Kali Linux Metasploit (fig.4) . The generated file can only affect the host if it can be opened on a computer. Vulnerability of pdf files is not necessarily recent, but there are several types of files that can be armed and attached to emailsword files, excel or so on, or even files containing images. Opening files on a host device can cause tangible and intangible damage.
Exploitation
In the exploitation phase, emails will be sent at certain time intervals, which will have as attachments generated files. Emails will be sent to users randomly, in order to keep employees vigilant. Even if these types of exploitation are not very new, they are still very useful in security awareness and there are still used in different purposes.
Discussions
Kali Linux tools have allowed malicious code attachment for different file types, files that are attached to an email. The user's opening can introduce new vulnerabilities that allow later exploitation of independent devices connected to the network or even the network. Following the simulations made it is possible to highlight and discuss the following issues. Firstsending emails to different target addresses can be done using the Kali Linux tool. Although emails have been sent to a small number of users, an email vulnerability has been determined, a vulnerability that can be addressed by implementing additional filters. Instead, for some email addresses hosted on public servers, emails that had infected attachments were not received.
Second -an attached pdf file cannot be opened if the Acrobat Reader version is updated and the user is also alerted about a possible infected file. However, if the version of Acrobat Reader is not updated and the user has not installed the packs to fix the vulnerability, the file can be read without any problems, but the host will be infected when it is opened.
Conclusions
In most situations, classical employee awareness sessions on cyber security are not enough, because social engineering attacks are growing in popularity. In order to minimize security risks at the organization level and starting from the idea of e-learning by doing or leaning by experience, emails that contain links or malicious code will be generated periodically to be sent to the addresses in the created database. Even if for some vulnerabilities of operating systems or applications proper packs have already been developed, it is known that many users do not update their software, especially for their own devices. Additionally, it is common practice for local firewall and antivirus to be blocked if users connected to the network have more rights than needed or want to install certain applications in a shorter time. Moreover, the use of unlicensed software or for which packs are no longer developed is still a much-accepted practice.
It is very important that email links that claim to be very urgent are never accessed and that not any http link should be opened. Because the employee awareness process needs to be a permanent one, further development will evaluate their behaviour and vigilance by sending emails with attachments or "dubious" links at various time intervals.
